Annex 3

INTERNAL RULES FOR WORK OF THE USERS IN ISPA IA IN THE MINISTRY OF TRANSPORT
This document was elaborated according to the condition of the information technologies in the Ministry of Transport and customers’ requirements. It will be updated depending on the continuous trends of change, development and improvement of the information technologies. All necessary updating will be made by “Information Services” Directorate (IT Directorate) and will be approved by the Secretary General of Ministry of Transport. 
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1. General
Before a new official or external user who will temporarily use the local area network (auditor, official of the Chamber of Accounts, consultant, etc.) starts to work in the Ministry of Transport, he/she shall familiarize himself/herself with the following documents:

· Internal IT rules of operation for the users in the Ministry of Transport;
· Internal IT rules of operation for the users of ISPA IA.
Every user has a domain account for using the local area network of the Ministry of Transport. Network security issues (protection from external attacks, handling of firewalls, creating of user accounts, control of access to servers, software installation, hardware handling, etc.) are responsibility of the IT Directorate.  

Installation and administering of software bought by other Directorates is beyond the competence of the officials of the IT Directorate.  Installation and administering of software bought by other Directorates could be made after order in writing of the Secretary General, giving to IT Directorate’s experts official complete and exact instructions, describing in details all steps for the ways of installing and administering of the software, as well as contact person for specifying in writing of details concerning software.  
The IT officials may propose implementation of new network service, in particular software or improvement of already existing network, if they notice necessity or opportunity to improve the work. In this case the team will prepare a project for implementation and improvement of the network service, in which the following components shall be included: 

· Description of the service;

· Motivation of the necessity for implementation of new service or improvement of already existing service;

· Presumed terms for completion of implementation;

· Draft-costs for implementation of service or improvement of already existing service.
· Team responsible for the project;

1. The proposal shall be submitted to the Secretary General; 
2. If the proposal was adopted, begins implementation of the service; 
3. After completion of implementation phase of the new network service, a report shall be prepared to the Secretary General. 
2. Procedure for physical access and protection of IT office

Physical access to servers is restricted. Only the following persons are allowed to access the server room:

1. Minister of Transport;

2. Secretary General;
3. Director of the IT Directory;
4.  “Officials and  system administrators in the IT Directory;
5. Official persons, responsible for maintenance of the equipment according to maintenance contract. 
When other officials of MoT or other persons (such as electricians, Structural Cable System, telecommunication specialists, repair works, etc.) shall access the premises due to fulfillment of their official duties permission shall be given by the Director of the IT Directory or the Secretary General. 
3. Procedure for system security and PC data protection  

The user shall use his PC and its periphery and software, which he/she has at his/her disposal, according to its purpose. 

3.1.  Requirements to PC passwords 
· The password shall consist of at least five symbols and at least two numbers. The password shall not contain any information which is directly related to its owner (like name, family name, birthday, etc.). If possible user shall avoid writing down the password. 
· It is prohibited to the user to disclose his/her user name and passwords to the other officials and any unauthorized persons. 
3.2. Setting, change and storage of the system passwords

· After first login to the network, user must change his/her initial passwords. 
· User shall change the password every month.

· It is prohibited to use any of the 5 last used passwords.

· In the event of any suspicion of disclosure of the password, it should be changed immediately and for that purpose IT experts shall be informed accordingly.  
3.3. Physical security – procedure for physical access
· It is prohibited to the users to allow unauthorized persons to use his/her computer. 
· Before leaving his/her workplace user must lock his/her network session (by pressing CTRL+ALT+DEL --> Lock Computer (Workstation)) and by the end of the day (before leaving) user must log off his /her active session.  

4. Data storage procedures
4.1. Storing data in the server’s users folders 
· The user from ISPA IA shall store his/her documents related to his/her work in the network server in his/her user folder (\\motdom\mt\ISPA\users\<User’s name>) to prevent data loss.
· All documents and data bases shall be stored on the file servers of MoT. If user cannot store some files in the server (example some data base software does not support storing its files in server), the regular backups must be made. Regular backups shall be made every week (on Fridays) to the specific folder in server (\\motdom\mt\ISPA\users\<User’s name>). 
· If there is more than one user who needs access to the documents/data, but not everyone  of the users shall have access, the documents/data could be sent by e-mail, on disc, paper, etc. to the users. 
4.2. Storing data in the Server’s Group folder.
By default all documents shall be stored on user’s folder in the server. Group folders should be used only if:

· More than one official needs access to the documents;

· Documents are not confidential and will be for information to other officials.

In any other cases the user’s folder should be used.

If authorised officials will form an subgroup of all users who have access to Group folder, the confidential materials must be made unavailable for officials not in the subgroup.

Every time Group folder is used the roles/rights of the Group folder users must be defined. 

The roles/rights of users can be divided into 3 main groups:

1. Users who should not have access to the documents;

2. Users who can read but not change the documents;

3. Users who can read and change the documents.

By default for any public documents all users should be listed on 2nd group. For confidential documents all users outside subgroup (who needs access to the documents) must be on the 1st group. The access rights to the documents in subgroup should be defined as appropriate.
The user in ISPA IA (member of ISPA IA), shall use for exchange of documents, that will serve as information for other officials of ISPA IA, connected with the operation of the network server, in their own group user folder  (\\motdom\mt\ISPA\Public\<User’s name>) for data exchange. 

5. Creation of backups, archive and data restore
5.1. Creation of backups by the officials of the information created by them on files and data bases on the users’ computers.

a. Every official, using specific data base and creating user files is obliges to make the common backups of the newly created by him documents/data upon completion his work. The backups are made on the server (following procedures, described in item 4) and on external media (diskette, CD, when the PC is equipped with CD-RW drive, etc.).

b. In case of necessity of basic changes on the computers – reinstallation/upgrade of software, when a risk exists of data loss, additional backups of the information shall be made;
c. The backups are stored at least one month as of the date of their creation.

d. The media are labeled so as to contain exact information on the moment of their creation and type of information on them.
5.2.  Recovery of the data due to careless data handling by the user:
· A request comes in from the user, asking for data restoration. In case of general request (for example restoration of directories of a Directorate or directorate) the request is made by the head of the respective structural unit, describing the actions resulting in this necessity;

· The information is restored from the last copy, on which the information is actual;

· A check is made if the restored data are actual;  
· The data restoration is registered in operator’s diary, reflecting the following attributes; date and hour of restoration, system administrator/s performed the restoration.
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